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1.2. IPsec &GRS

PUFIE. %z T, Vyatta CoreOS & IPsec #fifErd 21T > T-fas &L 720 F97,
VyOS 1% Vyatta CoreOS /»HIRAE L7z OS &2 54, FEARMIZIZRROEBMERIE & 725

EEZLNET,
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IBEEARE AETODH SREn] HETREIRE:
IPsec EfiHEHE (Pre-shared
Secret) my_shared_secret EEDXFS
IKE THW3ES{EZILOVX A 3DES 3DES/AES128/AES256
IKE TRHW3RIEAR/\YS 17 dVUX A MD5 MD5/SHA1
ESP THW3BS{EZILJUX A 3DES 3DES/AES128/AES256
ESP THW3RIA/\v>17)dUX LA | MD5 MD5/SHA1

14. BEFTOBEOITIER

MPsec &> a VFENTEY, ping RED/INIWVW Ty NZBERETH S DIZ,
T ANREDNry RBRBETERY] L) L9 REROEAIE. BLTFOHELDOTHE
MRHY FTOT, THEELTEIW,

ERRO LD RIERDBET D56, 77 TRy RV —2 F TOBRPFREEE O
Path-MTU discovery (Z%fhis L CTWZRWATEEMED B VU £ 97,
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SHLEEE LTI, MTU A XEE 2Tz, £720F, Eig ICMP £ v&—U R
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@ BIMLEZIPT FLAZEIR L XXXX

FREET, [T AT T4 — o
V] BT EBERLET, iz o, .-\!é‘.i's, > 33
XeToSa han, K— R —
U bR REND, RELE : s
WROBITRE T N R
S =
LR OBEEITOET,

® ICMP ICMPAA7: 8 ICMPa—F: 0 [pingf]

® TCP R—k: 22 [SSHA]
® UDP R—bk: 4500% [VPNAR]
® UDP HR—bk: 500%F [VPNA]
%Y —ZCIDR :

T DB CCIDRZFREE L CTL 72 &0,
ERBITITAEESEEL 10.0.0.0/0) & LTWETHA, ¥
U7 4 b, MBERY —2ZEETL L2 HRELET,
BlziE, [VPNA] Thiu, 77 FMoR7) v
IP7 FLAZfRELET,

- IP7 RV RAHAMLOSET 132 TRELET,

- f#% CIDR O%AIE [H o~ XY)Y CTREHE
S

AR — b
T AT T d—VTRERT DA — N O % 5% E
LET,
EFEITIE [SSH AT IcT 22 FEEEL TWET
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1.6. REATAVII—FDEKE

777 MO~ o NIZ T, VyOS [AIF D AKX T 4 > 7 )v— N R ET DHMLEN
3)@ i‘d—o

Linux 3 OS D&
1. FROELSCIL—Fa>TDT7AIL=EERHRT Do

vi /etc /sysconfig/network-scripts/route-eth0
T AL —N—DIE | [route-bondl
10.5.10.0/24 via 10.11.1.1(%1)
s ry hU—2]1 via [F—F7=A IP]

2. RROB. LTIV FEET
XSSH #EHtPBEMNMIMiENDZIDTI> Y —ILSERU TS0,

# ifdown ethO «—eth0 %151k
# ifup ethO <ethQ % #H)

3. [EULKERESHNTLDNMHER

# ip route show

Windows 3% OS Diz&
1.O0%> RIJO> T b =icEh

netstat —-r Hl{ED/L—T ¢ > TR R

2. FROKIDIRIN REERITLU. IL—F+ >JHRE (Administrator R T)

route -p add 10.5.10.0/24 mask 255.0.0.0 10.11.1.1 (%)
[sE%cRky hU—7] (x> h~27] [ —F T x=A IP]

XATZ3>D-p ZANDTET 0S BEBRERENEKDFT .

3. [EULSRBRESNTULDOMESR

netstat -r [[EE/L— ] OMICIELBMINTWD Z & 2R

10
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1.7. VyOS OEAITUR

VyOS Ol ARa~< > RIZLLTFE 720 97,

B E—RODBIT
VyOS I2id 2 FEDE— FAH Y, T— REBIT L TREEZITOET,
— —fEE— R :vyoslvyos:f  (EERESCEHERIEDOZHE— )
- BWEE— N vyoslvyos# (RET 7 A NVOFREEITH E— )

$ configure —fixE—F N5 FEE— BT
# exit HEE—RNS —ME—RNED

B SNEDRFSIE

# commit FZEDER
# save NEDRFE. commit TRIRSEZ&(CER
commit 2 TIE. VS 2BREBEZICGRENEI TUEWVET,

B SENEOHRSE
BN R 2O 8%, b oa~y RICTRENAFEZHERL T IEE0,

? NUVT, AN R—E (BE—RTHRTTETEY)
$ show ? show DRICIEETEZD IV R—E (—fE—R)
$ show c? show c DE(CHITTIBE CE DIV R—8&

$show c? Z—[E  show c DEICHITCTIEECE2 IV FDaiA

$ show configuration RERNBDZRE (—RE— R TEITIDIHES
# run show configuration FEANEDOZE GEE— R TETITHEE
$ show ip route =T+ > DFERR
$ show vpn ike sa IKE SA ODRERR
$ show vpn ipsec sa ESP SA DR
$ show log vpn ipsec IPsec B:EDOIHERR

m RESE

BOEFME (BREERT) 1%, RIAL Y TR LET,
B ICEA DN TR Y 1ZLOIZZ T v MUl VyOS O EFIEZHHA L, £ D
BENENORME IR DT NA ZOREFNEEZHH L ET,

11
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2. SSG550M DizH

UTFICREFIEZ ZRALET, RERNFIIHIL 20 9, WEEAE L THRELTIES,

21. 57K VyOS DERTE

1. IPsec DBEICAWVWAA LV EZ—T 2 —ADHEE

set vpn ipsec ipsec-interfaces interface ethQ

(Z AU SR E CTRASISNN TWVWETOTREDOLEIIL Y A, )

2. IKE JV—70DRE

set vpn ipsec ike-group IKE-G proposal 1 encryption 3des
set vpn ipsec ike-group IKE-G proposal 1 hash md5
set vpn ipsec ike-group IKE-G lifetime 3600

RIEFITIE, LFTONEZERL TWET,
- ike-group (IKE 7' /Vv—74) : IKE-G {EE DA% % E
- encryption (FFZ{E7 /L= VU X A) : 3DES
-hash G Ny =273 Y X 4) : MD5
- lifetime (IKE OBAZIHR) : 3600 £ (1 ) XIKE O#EASHLF NG
* encryption & hash ITEBFIERGEAGETT, [proposal 1] & 1F#72 % encryption
L hash %, Iproposal 2], fproposal 3] & LT, [ U7 /L—74 C§ bei‘é”

3. ESP /V—7DRE

set vpn ipsec esp-group ESP-G proposal 1 encryption 3des
set vpn ipsec esp-group ESP-G proposal 1 hash md5

set vpn ipsec esp-group ESP-G lifetime 1800

RIEFITIE, LFONEZERL TWET,
-esp-group (ESP 7/ —74%) : ESP-G {LE D4R % T
- encryption (Hf5{b7 L2V X A) : 3DES
-hash GEREH/ N> a7 /vF U X 4A) . MD5
- lifetime (ESP OFZIHAMR) : 1800 £ (30 43) NXESP OAZUHMIE

* encryption & hash [TEEFERAEEL)S FIEE T, proposal 1 & [I#72% encryption &
hash #, [proposal 2], bproposal3] &L T, RILZNV—T4THRELET,

12
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4. NAT M R—PILOREOERE

set vpn ipsec nat-traversal enable

(Z ISR E TRAIN TOWETOTCEEOLETH Y THA, )

5. TIUFRIT AL AL DBETHWS IKE F1—7¢ ESP L —7%FH%

set vpn ipsec site-to-site peer 198.51.100.1 ike-group IKE-G
set vpn ipsec site-to-site peer 198.51.100.1 default-esp-group ESP-G

*[P 7 FLUAIXEBOREICEZHZ TLEE,
-198.51.100.1 1%, 77 v FMF AL ZDNT Y w7 IP 7T RLAICEXHZ
(UL RRICE & H2 TS ZEW)

6. et THWORREAREZFAHAR ST ITRE

set vpn ipsec site-to-site peer 198.51.100.1 authentication mode pre-shared-secret

set vpn ipsec site-to-site peer 198.51.100.1 authentication pre-shared-secret
my_shared_secret (*1 {7 CALLTLIZE0)

* [my_shared_secret] OFEVIIX. EFED IPsec FHaiiA# [Pre-shared Secret] (£
DILFH) TEEHZ TIIZEN,

7. BaBHE (777 M Vy0S) @ ID LxmTNA R (FTT7 o FMT /A R) @ ID
BRIE

set vpn ipsec site-to-site peer 198.51.100.1 authentication id @cloud
set vpn ipsec site-to-site peer 198.51.100.1 authentication remote-id @branch

7797 KAl VyOS &7 7 U F T34 2D 1D 2L £,
*ID OBHIZ@ (Cfff) 2 AN LET,
*cloud & branch O IZEEOMEIZE X HZ T 7ZE 0,

13
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8. HHEBEH (/777 Kl VyOS) @ eth0 @ IP 7 RLRAZRE

set vpn ipsec site-to-site peer 198.51.100.1 local-address 10.11.1.1

[P 7 FLRATEREOREICEZHEZ TIEIV,

- 198.51.100.1 1%, 7TZ7 v FHUT A ADNT YV w7 IPT RLAICEEHZ

- 10.11.1.1 1. 777 Rl VyOS @ eth0 @ IP 7 RL A |Z@E & # 2
(ZHUBEbRERICE 2 T ZE W)

9. IPsec FYRNEBBEISILRY hT—7 LR ETLRY T —7 DX EFRE

set vpn ipsec site-to-site peer 198.51.100.1 tunnel 1 local prefix 10.11.0.0/22

set vpn ipsec site-to-site peer 198.51.100.1 tunnel 1 remote prefix 10.5.10.0/24

*[P7 RLURIIFEBOREICE S L T ZE0,
- 10.11.0.0/22 1X, 77U RAloR Yy NT—JIZEZHLZ
- 10.5.10.0/24 1%, 77 o FHMDFX Yy FU—T I TEZHZ

10. 77 AT U3 —ILDIL—IERE

set firewall name FW_RULE rule 100 action accept
set firewall name FW_RULE rule 100 source address 10.11.0.0/22
set firewall name FW_RULE rule 110 action accept
set firewall name FW_RULE rule 110 source address 10.5.10.0/24

*[P 7 R RIIEBEORTICE S T Z I,
srule K5 (EF 100 & 110) IHMTLECHELE T,

EEfICiE, FW_RULE] &EWIH 45T ((RE) OLV—IcT, 779 Mliloxy NU—27 7
RLAETZoTFMMOFR Yy NI =TT RLANLO/Rr y MR TR ELZBMLTVE
7, VyOS T, Firewall D/L—/L TR S TWRWAT v MIFES SVET,

*% L ethO 2k L CEZERFOT7 4 VX2 TEHRL TWDHEE (set interfaces ethernet ethO
firewall in OFRENSNTNDEE) 1L, 77U Miloxy NT—27 77 o FHlORy bT
— 7 DR THENTELZDONL—ARHRESNTNDLLENH Y £7,

*F7-, VyOS BEIZX L TT7 4 WX 2 EFK L TV DS (set interfaces ethernet ethO firewall
local DFREN SN TWHEE) 1L peer FlH=DIP 7 RL AZFFa]THRENMNEL Y 9,

11. FRED KB

sudo /etc/init.d/ipsec restart

14
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2.2. SSG550M DHRFE

2T T O 2 BNCHIA L E9, REARFIHIE 20 £, BWEAF L TRELTIE
é l/\O

N RNA U H—T 2 — A tunnel.l
WAN fill> Ethernet f > % —7 = — A ethernet0/2
VPN & ID 0x1

IKE & &4 ike_cloud
VPN &4 vpn_cloud

T TIZEED IPsec V1 MG VPN O EN SN TWDHEHEEIE, TTIZ hrxiA
VX —7x—A tunnel.1 & VPN HE ID Ox1 MEA I TWA[REMRH Y =4, £
D& =T tunnel.2. tunnel.3, <° 0x2. 0x3 CHEBEZH 2 T ZEV,

1. FoRNAL v E—T2—ADY — % “Untrust” \ZHRE

set interface "tunnel.1" zone "Untrust"

2. hoRAAvE—Tx—RL WAN A F—T = — 2D SFTF

set interface tunnel.1 ip unnumbered interface ethernet0/2

3. IKE ORE

set ike gateway "ike_cloud" address 203.0.113.1 id "cloud" Main local-id "branch"
outgoing-interface "ethernet0/2" preshare "my_shared_secret" proposal "pre-g2-
3des-md5" (* 1T CANLTLZEW)

RERTIE, LFOREZERZL TVET,

- ike_cloud —IKE &7E4

-203.0.113.1 —»7 77 F{ll VyOS {2 NAT &h2/87Y v 7 IP 7 KL A B &z
-branch =7 7 FMIF A 2D ID ITEEHz

-cloud —7 77 R VyOS @ ID (2 Z#ix

- ethernet0/2 —=WAN fll®> Ethernet 1 > % —7 = — A

- my shared secret —IPsec S RiIA#E [Pre-shared Secret] (LE D 3CF51)

- pre-g2-3des-md5 —IKE THWAKFBALT /LT Y XA E Ny a7 b3 U XLIHET DA

15
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4. NAT FIN—HNLORE

set ike gateway "ike_cloud" nat-traversal
set ike gateway "ike_cloud" nat-traversal udp-checksum
set ike gateway "ike_cloud" nat-traversal keepalive-frequency 5

NAT DAT —Z AZRFT 272X =TT 74 TOREBITVET,
EREOFITIE 5 BRI THEIE L £7,

5. VPN ORE

set vpn "vpn_cloud" gateway "ike_cloud" no-replay tunnel idletime O proposal "g2-esp-
3des-md5" (*1 17 CANLTLIZEW)

- Tvpn_cloud] 1% VPN BZEAICE X2,
- [g2-esp-3des-md5) |Z ESP THWAK LT L TY AL &y a7 /T ATk
ST HMEIC, ENENE S T EEW,

6. VPN OREZ FVRNAVE—T2—RAENL VR

set vpn "vpn_cloud" id Ox1 bind interface tunnel.1

set vpn "vpn_cloud" proxy-id local-ip 10.5.10.0/24 remote-ip 10.11.0.0/22 "ANY"

- Tox1) 1XEEO VPN &€ ID ICEXx# %,
- 110.5.10.0/24] ai77/ﬂﬁu@z~y NO—2 7 RLRIZEEHZ,
- 1172.16.1.0/24) 13757 Flloxy hU—27 7 LR ICEXH %,

7. N—T 4 VT DEE

set route 10.11.0.0/22 interface tunnel.1
SRy R —2

¥Ry NU—7 7 RLURAIEBEOREICE X Z T E0,
779 Rty NU—=J50D/ 7y R, U RAVEED VT DHNNV—T 4 Tk

it

=il
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3. YAMAHA RTX1200 84

DTICRETFIRZ ZEZAN L ET, RERNFIIFIERV ET, HELAELTHELTHS
[

YAMAHA RTX1200 T/, NAT-Traversal #gEzFIH L., ID & IP 7 KL AN—F L
7RVMERL T IPsec #AIf L7254, IKE phase 1 T Aggressive mode L7 7AR— KL
TWEHA, —F VyOS IX Main mode L2>H AR — F L TWERA,

ZD7=H IPIP b RV EHEL, D LT IPsec N RNV ERETDHLENRDH D F
7

IPsec DHIIC F oV 73T D K 9 BRIBROLGEIZIL, £D horx ) o 712flib
NDLBEET 7 AT U4 —IVEHFATHLENRDY £,

(%7235, IDCF 777 Fary—L®D [T7A4 T v+—/] TiL, IPIPBED7 1V
HIRBRON—VERENHRERE L, L L, VyOS 7 & ks ikt LVPN @15 217 - 72
HAIVT T, BINCYHET 7 A4 T 74—/ TO IPIP BED T 4 VZ BEERSID %,
KA 6 OVPN BE b EEERREE 720 T 0T, MEHY A, )

IPIP o 3N <hOXMT 5 IP 7 RV RA%E, UTE2FE L TEREZZNLE
T
-192.168.123.1/24 (7 7 7 R{iil VyOS)
-192.168.123.2/24 (77 > F ] YAMAHA RTX1200)
ZD 2 ODIP 7 FL AL, AUEZ AL FOEBEDTFA_—K IP 7 RLRAEZRE
LE9, #H9 D2VPN RENT, thTELOATWRWERy NU—7 T RL2AEHE
LTLEEN,

3.1. 357Kl VyOS DEE

1. IPIP FyRILVOREZITVET,

set interfaces tunnel tun0 address 192.168.123.1/24
set interfaces tunnel tunO encapsulation ipip

set interfaces tunnel tunO local-ip 10.11.1.1

set interfaces tunnel tun0 mtu 1422

set interfaces tunnel tun0 remote-ip 198.51.100.1

*[P 7 KL RITEBEORTEIZE S HZ T I,
- 10.11.1.1 (%, 777 Rl VyOS @ eth0 ® IP 7 KL A IZE & # 2,
- 198.51.100.1 iX, 77 v FMT A ADNXT Y w7 IPT FLRAITEZHZ,
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2. IPsec DBEICHNWAA LV Z—T = —ADRE

set vpn ipsec ipsec-interfaces interface eth0

(ZATEAHAHERE TRASNLTWET O TREDLEITH Y A, )

3. IKE Z1V—7DOHE

set vpn ipsec ike-group IKE-G proposal 1 encryption 3des
set vpn ipsec ike-group IKE-G proposal 1 hash md5

set vpn ipsec ike-group IKE-G lifetime 3600

REGITIE, LTORNELERLTNET,
- ike-group (IKE 7 /v —74) : IKE-G {EED4EI2&E
- encryption (Ff5{bL7 /L= X L4) : 3DES
- hash GEREH v a7/ Y X 4A) : MD5
lifetime (IKE OFAZHIR) : 3600 > (1 Fef]) XIKE O#EA# L&

* encryption & hash |FEBFIE GG AIHE T, proposal 1 £13%72% encryption &
hash %, [proposal 2]. proposal3] £ LT, RILZN—T4THRELET,

4. ESP 'V —7FDHE

set vpn ipsec esp-group ESP-G proposal 1 encryption 3des
set vpn ipsec esp-group ESP-G proposal 1 hash md5
set vpn ipsec esp-group ESP-G lifetime 1800

FHEBTIE, UTORNEEZERLTVET,
- esp-group (ESP 7' /v—74) : ESP-G (LEDAHIZXTE
- encryption (F575{b7 /L= U X2) : 3DES
- hash GEREA N>y =273V X L) : MD5
- lifetime (ESP OFZHR) : 1800 # (30 43) XESP O HMIE

* encryption & hash [FEEFIEE GRS FRETY, proposal 1 L13%72% encryption &
hash %, [proposal 2|, proposal3] &L T, AL/ N—T74HTHRELET,
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5. TIZ3UFHITNAARLEDBETHWS IKE 1 —7¢ ESP JL—7%HE

set vpn ipsec site-to-site peer 192.168.123.2 ike-group IKE-G
set vpn ipsec site-to-site peer 192.168.123.2 default-esp-group ESP-G

6. R THWOIRREARZFRHARST AU

set vpn ipsec site-to-site peer 192.168.123.2 authentication mode pre-shared-secret

set vpn ipsec site-to-site peer 192.168.123.2 authentication pre-shared-secret
my_shared_secret (*1 {7 Cc AL T{ZE0)

* [my_shared_secret] DOF3IFFHEFED IPsec FRiHAHE [Pre-shared Secret] ({LE D
LFF]) TEEHZ TIEIN,

7. BSHE (757 FEl Vy0S) @ tun0 @ IP 7 FLAZRE

set vpn ipsec site-to-site peer 192.168.123.2 local-address 192.168.123.1

¥192.168.123.1 O IXFEEED 7 7 v Rl VyOS @ tun0 @ IP 7 KL XDl
XLz TLTEEN,

8. IPsec Py RNEBEIIMERY NU—T LEETLRY NU—T DX ERE

set vpn ipsec site-to-site peer 192.168.123.2 tunnel 1 local prefix 10.11.0.0/22

set vpn ipsec site-to-site peer 192.168.123.2 tunnel 1 remote prefix 10.5.10.0/24

*[P 7 RURAITHEBEOREIZE S L T TEE 0,
- 10.11.0.0/22 1ZFEBED 7 T Rllx v hT—27 7 RLRAIZEZ 2
- 10.5.10.0/24 1ZFEBEOTFZ o FMMORy NT— 7 ICEXH L
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9. 77ATUF—NVDN—LEE

set firewall name FW_RULE rule 100 action accept
set firewall name FW_RULE rule 100 source address 10.11.0.0/22

set firewall name FW_RULE rule 110 action accept
set firewall name FW_RULE rule 110 source address 10.5.10.0/24

*[P 7 R RIEBOREICE I Z T ZE,
srule &5 (3 100 & 110) IHMEECTRELET,

FEefITix, TFW_RULE] WO 4T ((ER) OL—/WZ T, 77U FMlloxy hU—2 7
RLALTTZUoFIOF Y U= T RUAMNSLO/NRry NEFFATHREEBML TV E
R

VyOS Tid, Firewall /L — /L CHRI S TWRWWNT » MIESR SNV ET,

*H L ethO (Zxf L TEZERO T 4 VW Z ZEFR L TWDH5E (set interfaces ethernet ethO
firewall in OFEN SN TWDLEE) 1L, 77V Riloxy hU—2 7T FRlOFRy U
— 7 OB TCIBENTEXATZODNL—LRRESN TWALENRH Y £97,

xF£72, VyOS HEHICH L TT7 4 L F 2 EHRLTWHEE (set interfaces ethernet ethO firewall
local OFENINTNDHYE) X peer LD IP 7 RUVAZFFATHRENLEL 72D 97,

10. FRED Kk

sudo /etc/init.d/ipsec restart
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3.2. YAMAHA RTX1200 D%5E

1. IPIP MU RADOBEREZEITVET,

tunnel select 1

tunnel encapsulation ipip

tunnel endpoint address 192.51.100.1 203.0.113.1
ip tunnel address 192.168.123.2/24

tunnel enable 1

%203.0.113.1 (%7 77 Kl VyOS /87 ) w7 IP 7 RLAICEEHZ TS TEEW,

2. IPsec OHRE

/e

tunnel select 2
ipsec tunnel 2
ipsec sa policy 2 2 esp 3des-cbc md5-hmac
ipsec ike duration ipsec-sa 2 1800
ipsec ike encryption 2 3des-cbc
ipsec ike group 2 modp1024
ipsec ike hash 2 md5
ipsec ike keepalive use 2 on icmp-echo 10.11.1.1
ipsec ike local address 2 192.168.123.2
ipsec ike pre-shared-key 2 text my_shared_secret
ipsec ike remote address 2 192.168.123.1
tunnel enable 2
ipsec auto refresh on

*10.11.1.1 /X7 7 7 Kl VyOS @ eth0 @ IP 7 KL AIZEE#Z T F I,
IPIP b > %)V T NAT-Traversal #Fl|fl L7z IPsec h > RLZHTET HHE.

IPIP R RNy a UNEALT U T AHZETHENTERIRLAEENRH Y
F9, £D7=® ipsecike keepalive 2~ R THXF—T7 7T 74 TORELEITVET,

3. N—T 4T DRE

ip route 10.11.0.0/22 gateway tunnel 2
Ry N —7

* Xy PV =27 FURTIEBEOREICE SR TIIZE 0,

777 MRy bU =250y b3, PRIV EBED L OICTHN—T 4 v TRIE
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4. Cisco7301 DIFS

UTFICREFIEZ ZRALET, RERNFIIHIL 20 9, WEEAE L THRELTIES,

4.1. 959K {#El VyOS DERE

1. IPsec DBEFIZCHWAA VH—T7 2 —ADRE

set vpn ipsec ipsec-interfaces interface ethQ

(Z ISR E TRAIN TOWETOCEEOLEIH Y A, )

2. IKE 7 V—70DRE

set vpn ipsec ike-group IKE-G proposal 1 encryption 3des
set vpn ipsec ike-group IKE-G proposal 1 hash md5
set vpn ipsec ike-group IKE-G lifetime 3600

HEBTIE, UTORNEEZERLTVET,
- ike-group (IKE 7 /v —74) : IKE-G {EEDOARIZRE
- encryption (Bf75{L7 /L2 U X 4) : 3DES
— hash GEFEH/ Ny =27/v=3Y X A) : MD5
- lifetime (IKE OBFZHANR) : 3600 £ (1K) XIKE O$EAHH IR
* encryption & hash [FEEFESEN AIHE T, proposal 1 L3725 encryption &
hash %, [proposal 2]. proposal3] £ LT, RILZN—T4THRELET,

3. ESP /LW —7DOHE

set vpn ipsec esp-group ESP-G proposal 1 encryption 3des
set vpn ipsec esp-group ESP-G proposal 1 hash md5

set vpn ipsec esp-group ESP-G lifetime 1800

REGITIE, LTONEEZERLTWVET
- esp-group (ESP 7' /v —74) : ESP-G (LEDAHI 2T
- encryption (Kf5{bL7 /L3 X L4) : 3DES
- hash GEREHI/Ny v 27131 X 4) : MD5
- lifetime (ESP OAZIHIR) : 1800 #» (30 43) XESP O UME
* encryption & hash [FEERIEE GRS FRETY, proposal 1 Li3%72% encryption &
hash %, [proposal 2]. proposal3] &L T, RILZN—74THRELET,
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4. NAT +rIRX—PILORELZEZIL

set vpn ipsec nat-traversal enable

(ZHITHHYHIRE TRASNTOWETO TREDLEITDH Y FHA, )

5. T3 UFHIFNAAL R L DBIETHNWS IKE Y Vv—7F¢ ESP SV —7F%RE

set vpn ipsec site-to-site peer 198.51.100.1 ike-group IKE-G
set vpn ipsec site-to-site peer 198.51.100.1 default-esp-group ESP-G

198.51.100.1 1IEEEDT T o FUT A ZDRT Y w7 IP 7 RLATEEH: TP
Sy, (TP ERRICE S T EEY, )

6. HE CTHW FES R 2 FRHARTRUCRE

set vpn ipsec site-to-site peer 198.51.100.1 authentication mode pre-shared-secret

set vpn ipsec site-to-site peer 198.51.100.1 authentication pre-shared-secret
my_shared_secret (*1i7Cc AL T<IZE0)

* [my_shared_secret] DI ILERED IPsec FaijiA#E [Pre-shared Secret] (L&
DXLFH) TEEHELZTIEIN,

7. 777 Rl VyOS @ ID ZFRE

set vpn ipsec site-to-site peer 198.51.100.1 authentication id @cloud

ID OREICIE ID DHIZ ‘@ (T h~—7) 7 ZfIMLET, cloud OFIHIEEROMH
ICEEHZ TSN,
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8. Z7Zv Kl VyOS® eth0 ® IP 7 KL A ZFRE

set vpn ipsec site-to-site peer 198.51.100.1 local-address 10.11.1.1

*10.11.1.1 OFZIIEEED 7 Z v Rl VyOS @ eth0 @ IP 7 KL ADEIZE Z#ix
TLIEEN,

9. IPsec Py RNEBEITHWERY NU—T LEETLRY NU—T DX ERE

set vpn ipsec site-to-site peer 198.51.100.1 tunnel 1 local prefix 10.11.0.0/22

set vpn ipsec site-to-site peer 198.51.100.1 tunnel 1 remote prefix 10.5.10.0/24

N

-198.51.100.1 (ZFEBEDT 7 o FHUNTSRA AT » 7 IP 7 RLURICEZHZ
-10.11.0.0/22 13FEEO 7 70 MilORy N —27 7 RLRIZEZHZ
-10.5.10.0/24 1ZEBEOT T o F ROy NI — 7 |ITEXHZ

10. 77 A4 T T3 — VDN —)VERE

set firewall name FW_RULE rule 100 action accept
set firewall name FW_RULE rule 100 source address 10.11.0.0/22
set firewall name FW_RULE rule 110 action accept

set firewall name FW_RULE rule 110 source address 10.5.10.0/24

*[P 7 KL R IXEEORTEICE SR Z TIEI N,
srule 7= (L3 100 & 110) (MEECTRTELE T,

FFifICix, FW_RULE] WO 45T ((BE) OA—ZT, 777 RMIloFRy NU—2 7
RLRETZUFROR Y NT—=TT RLANLD/RT Y T HREZBMLTWET,
VyOS Ti&, Firewall ®/L—/ /L TFHFAI S TRV Ty MIFERINET,

*H L ethO IZ¥ L CEZERFO 7 4 VX 2 EFRL TVDH5A (set interfaces ethernet ethO
firewall in OREN SN TWAEE) X, 77U MOy NO—7 LT T FHHORy T —
T ORT THRENTEATZDDNL—ILRERESN TWALERHD £9,

*F72, VyOS HHIZK L TT7 4 VX ZER L TWDHYA (set interfaces ethernet ethO firewall
local DFRENENTWDHEE) X peer Al H=DIP 7 L AZ AT HRENLEL 20D 97,

11. RED KB

sudo /etc/init.d/ipsec restart
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4.2. Cisco7301 DT

crypto isakmp policy 1

encr 3des

hash md5

authentication pre-share

group 2
crypto isakmp key my_shared_secret address 203.0.113.1
crypto isakmp nat keepalive 20

*203.0.113.1 (%7 T 7 Kfll VyOS O 37 w7 TP ICEE#Hz T &V,

2. IPsec DRY I —%EFRE

crypto ipsec transform-set myset esp-3des esp-md5-hmac

* EEBICIE, myset & W OART ((BE) THRU—ZEHZLTWET,

3. xtrmo ID #EHE

crypto identity cloudid
fgdn cloud

* FEOHI T, cloudid & WO AT (EE) T cloud &9 ID 2 EL TWET,

4. IPsec BT DRE

crypto map myvpn 10 ipsec-isakmp
set peer 203.0.113.1

set transform-set myset

set identity cloudid

match address 101

*LRITIE, myvpn &5 AT () TREL T ET,

5. IPsec RN %ZET IP N7y FOER

access-list 101 permit ip 10.5.10.0 0.0.0.255 10.11.0.0 0.0.3.255
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Cisco RVS4000 M54

UTFICREFIEZ ZRALET, RERNFIIHIL 20 9, WEEAE L THRELTIES,

51. 257Kl VyOS DERTE

1. IPsec DFBFIZCHWNWEA vV H—T 2 —ADRE

set vpn ipsec ipsec-interfaces interface ethQ

(Z ISR E TRAIN TOWETOCEEOLEIH Y A, )

2. IKE ZV—7FDHRE

set vpn ipsec ike-group IKE-G proposal 1 encryption 3des
set vpn ipsec ike-group IKE-G proposal 1 hash md5

set vpn ipsec ike-group IKE-G lifetime 3600

REFITIE, UFTONEEZEHRZLTWVET,
- ike-group (IKE 7' /v —74) : IKE-G {EEDOARIZRE
- encryption (Bf75{L7/v=2V X 4) : 3DES
- hash GEREH v a7 /13 Y X 4A) : MD5
- lifetime (IKE OAFZIHAMR) : 3600 £ (1 k) XIKE O#EASHLFE R
* encryption & hash [FEEFERSEN AIHE T, proposal 1 L3725 encryption &
hash %, [proposal 2|, proposal3] &L T, RILZN—T74ATHRELET,

3. ESP /' NV—7DE

set vpn ipsec esp-group ESP-G proposal 1 encryption 3des
set vpn ipsec esp-group ESP-G proposal 1 hash md5

set vpn ipsec esp-group ESP-G lifetime 1800

HEBTIE, UTONEEZERZLTNVET,
- esp-group (ESP 7 /v—74) : ESP-G (LEDOAHIZHE
- encryption (K5=5{k7 /L= X L) : 3DES
-~ hash GEREHI/Ny v =271 X A) : MD5
- lifetime (ESP OFZHHIR) : 1800 > (30 43) XESP OZifHlg
* encryption & hash |[TEBFEEERFEIFIHE T, proposal 1 & 13 %72 % encryption &
hash %, [proposal 2|, bproposal3] & LT, MU A—T7ATHRELET,

26
© IDC Frontier Inc. All Rights Reserved.




IDCF 7 7 7 K VyOS T®» IPsec ¥ ~H VPN #f01 ~

4, NAT hF3—HLOREDHEZML

set vpn ipsec nat-traversal enable

(ZAUTEAHPHRE TRASN TWETO TREDLEITH Y £E A, )

5. T3 UFITNAA R DFEETHWS IKE 1 —7L ESP F L —7%HRE

set vpn ipsec site-to-site peer 198.51.100.1 ike-group IKE-G
set vpn ipsec site-to-site peer 198.51.100.1 default-esp-group ESP-G

* 198.51.100.1 1TFEBED T T FUF A ZD37 Y w7 IP T FLATEXH#H: TL
728y, (TP DRERICE S 2 T EEW, )

6. BERL CTHW DRGET e BRTHART NITRE

set vpn ipsec site-to-site peer 198.51.100.1 authentication mode pre-shared-secret

set vpn ipsec site-to-site peer 198.51.100.1 authentication pre-shared-secret
my_shared_secret (*1 {7 CcABDLTLIZE0Y)

% [my_shared_secret| D/ ITXEED IPsec FRiIAHE [Pre-shared Secret] (fEE
DILFH|) TEEZHEZ TITEIN,

ID & E

set vpn ipsec site-to-site peer 198.51.100.1 authentication id @cloud
set vpn ipsec site-to-site peer 198.51.100.1 authentication remote-id @branch

770 Rl VyOS &7 7 o FMT A4 2D ID % EL T,
*[D OFAIC@  (Ffh) AL ET,
*cloud & branch O IFEBEOEICE EHZ TZE0,
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8. BHHEE (777 KNl VyOS) ™ eth0 @ IP 7 KL A2 E

set vpn ipsec site-to-site peer 198.51.100.1 local-address 10.11.1.1

EFROFETHO S5 H 10.11.1.1 OEZIEERED 7 7 7 Kl VyOS @ eth0 @ IP 7 K
L ADMEIZE &2 TLIEEN,

9. IPsec M RAEBEISEER Y MU LRETRY b U —7 OXERE

set vpn ipsec site-to-site peer 198.51.100.1 tunnel 1 local prefix 10.11.0.0/22

set vpn ipsec site-to-site peer 198.51.100.1 tunnel 1 remote prefix 10.5.10.0/24

-198.51.100.1 IZFEBEDT T o FHUNT SRA ZAD/RT ) » 7 IP 7 RLURICEZHZ
-10.11.0.0/22 1XFEBEDO 7 T ROy hT—27 7 RLAIZES X
-10.5.10.0/24 1ZZEBEDOT Z o FRDOF >y F T — 7 | TEEHLZ

10. T75 AT 74 —IVDO)—)VERE

set firewall name FW_RULE rule 100 action accept
set firewall name FW_RULE rule 100 source address 10.11.0.0/22
set firewall name FW_RULE rule 110 action accept
set firewall name FW_RULE rule 110 source address 10.5.10.0/24

*FXy RNUT—277 RLURIZEFEOBRTBICEEHEZ TIEI,
srule &5 (L& 100 & 110) IHfEETHRELET,

FRgplciE, [FW_RULE] W9 401 ((EE) OL—Z T, 777 FMiloxy NU—2 7
RLRETITUFMOFR Y hT =TT RLANSDO/ry b4 53R EXBINL TWNET,
VyOS T, Firewall ®/L—/ L TR STV 2V MIES SNE T,

*t L ethO (Zxf L CEZERHFOT7 4 VW Z 2 EFR L TWHEE (set interfaces ethernet ethO
firewall in DFREN SN TWDHE) (X, 770 MUOXRy NUV—27 LT F 0 FAlOR Yy U —
I ORI THENTELZDDNL—NARRESNTVALENRHY £3,

*F72, VyOS BEHIZH LT 4 VX ZEFR LT D55 (set interfaces ethernet ethO firewall
local DFRENINTWDHEE) dpeer [AED IP 7 RLAZFHFATHRENMLEL 72D 7,

11. BREDOKBE

sudo /etc/init.d/ipsec restart
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5.2. Cisco RVS4000 D&

1L B—HArtFalF gl —hT=d
DHA T “IP & RAL 4
" p—— (FQDN)IT L HBRE” (ZRE L £
Ii&lc VEHE LTI \ﬁ—- o
e 2. KAALLAICT FLFMT A AD

PTFLZ.

O=TUltrda T 4450~ i
PFFLR

Hitubwas

WE— e - I OEE

VE=F DR A= DAt
o

ID (ZOfHITIE “branch” ) &%
ELET,

H—NeX2 YT 4 DT N—T %
YT Ry BN IAEREL, IPT R
VALY TRy N RATIZT T F
loxy NU—7F#REANTILE

R

1. VE—bEF2VT47—br=A
PP VPND 27— DHEATH “IP & KA A 4
'J;*:E;U:j:fo;ﬂ'@s*l:’ IPEF A RFODNICEAENE » (FQDN) a: i é %’g% 7 QC?X-L% l—/ i
;::;_‘I/%? . - 3 '\“92:7 0 '2 1 ‘?_O
ucome 2. RAALHIZZZ D Rl VyOS @

F-AhE~F: W - IKE -
DamAt

L

bo2t3

D=

F-F{7a{L

Fe 2

L
I

ID (ZO#EITIE “cloud” ) #&KE
L\i‘ﬁ—-o

IP 7 Fvxiz7 77 Kl VyOS
ONXTY w7 IP 7T RLAZASL
S

VE—brEXF2VT 47 NV—TDH
A 7% “YTxy NIl 7Tv
Nl > U —7 OIF#®RE A LE
‘a—o
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1. ¥—AJJE—F%& “HpiFr—»(x
IKE” 1L, Biefb, #&BRE. FV—7%
ENENHRELET,

2. FEHEAF—IZZ7 7V M VyOS T
RE LIcFi A d—2 A LET,

WDs -
ity -

my_shared_secret

02 -

ol
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VyOS Core 6.4 DS

2779 Rl VyOS &7 Z »FHIVYyOS (B%EEHE IDCF 77U R/ ~3x— R) &
THEEIT. UTOFIEE 20 £, REAFIIFMERV 4, BELEF L THRELTFS
AN

[i£%] IDCF 27 7 U Ko7 vy Nz T 258, 6/ —[A+0 IPsec #
Bl CcxEHA, BV = TO IPsec #feld BT, A~ —LINTF T A~
— MBI EZITWEWEAIZIE T ITA_N—haxs o ZHHEZ ZHETF SV,

6.1. 257Kl VyOS DEE

1. IPsec DBEICHWAA LV Z—T = —ADRE

set vpn ipsec ipsec-interfaces interface ethQ

(ZAUTIEHATHRE CRASNTOETOTREDOLEITH D A, )

1)

2. IKE ZNV—7DHx5E

set vpn ipsec ike-group IKE-G proposal 1 encryption 3des
set vpn ipsec ike-group IKE-G proposal 1 hash md5
set vpn ipsec ike-group IKE-G lifetime 3600

HERFITIE, UTFTORNEEERL TWVET,

ike-group (IKE 7 /v —74) : IKE-G {LEOARIZ 5 E

- encryption (Bf75{L7/v=2V X 4) : 3DES

- hash GEFEH /Ny =27 /03U XA) : MD5

lifetime (IKE OFZIHIER) : 3600 £ (1 KifH]) XIKE O$EAZHH] b

* encryption & hash |[TEBFEHEFLATHETT, proposal 1 & (35722 encryption &
hash %, [proposal 2], proposal 3] & LT, RIUZV—T7AHTRELET,

3. ESP /LW —7DOHRE

set vpn ipsec esp-group ESP-G proposal 1 encryption 3des
set vpn ipsec esp-group ESP-G proposal 1 hash md5

set vpn ipsec esp-group ESP-G lifetime 1800

REFITIE, UTONEEZER L TWET,
esp-group (ESP 7 /v—74) : ESP-G (LR D4 HI%E
- encryption (Bf75{k7 /L= U X2L) : 3DES
hash GEREfI Ny 2713 Y X A) : MD5

- lifetime (ESP OAZNMIIR) : 1800 # (30 47) XESP OAIUWHIGE
* encryption & hash |F#EFRFEEERHFIRE T, proposal 1 &1ZF72% encryption &
hash %, [Iproposal 2], proposal 3] & LT, ML N—7ATHELET,

g
al
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4. NAT rI =P L OREDHEIIE

set vpn ipsec nat-traversal enable

(ZHITHHYHIRE TRASNLTOWETO TREDLEITDH Y £HA, )

5. 77 UFRITNAL REDBETH WS IKE Fv—7L ESP JNV—7%RE

set vpn ipsec site-to-site peer 198.51.100.1 ike-group IKE-G
set vpn ipsec site-to-site peer 198.51.100.1 default-esp-group ESP-G

*¥198.51.100.1 IIEEDO T T o FHUTNSAA AT Y w7 IP 7 RLATEX#HL TL
7280, (TP BRRRICE S B2 TSV, )

6. e THWORRESREZFRHARSTITRE

set vpn ipsec site-to-site peer 198.51.100.1 authentication mode pre-shared-secret

set vpn ipsec site-to-site peer 198.51.100.1 authentication pre-shared-secret
my_shared_secret (*1i7Cc AL T<IZE0)

* Imy_shared_secret] DER/FIZFEEED IPsec HFnijHA#: [Pre-shared Secret] (fE&E D
) TEEHL TSN,

7. ID&E

set vpn ipsec site-to-site peer 198.51.100.1 authentication id @cloud
set vpn ipsec site-to-site peer 198.51.100.1 authentication remote-id @branch

777 Rl VyOS &7 7 o FT /"4 2D ID & ELET,
*ID OFAIC@ () 2L ET,
* cloud & branch O/ IZEBEOEICE B LTI ZIV,

8. HHEH (777 Ffl VyOS) @ eth0 @ IP 7 RLXZRE

set vpn ipsec site-to-site peer 198.51.100.1 local-address 10.11.1.1

*10.11.1.1 OFFIFFEEREDO 7 70 Rl VyOS @ eth0 @ IP 7 R L ADfEICE S #L 2
TL7ZEY,
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9. IPsec RN ZETHERY NT—7 LEETLRY NT—T O ERE

set vpn ipsec site-to-site peer 198.51.100.1 tunnel 1 local prefix 10.11.0.0/22

set vpn ipsec site-to-site peer 198.51.100.1 tunnel 1 remote prefix 10.5.10.0/24

k[P 7 R RITEBEOREICE SR TIIZE0,

-198.51.100.1 IXEBEDOT T o F T NSA ADNRT Y w7 IP 7T RLUAICEEHZ
-10.11.0.0/22 1FZEFED 7 77 RAlOR Yy T —27 T RLRAIZEE X
-10.5.10.0/24 1 ZEBEDT T o FHOFRy NI =7 ICEZHZ

10. 77 A4 T U —VONL—LRE

set firewall name FW_RULE rule 100 action accept
set firewall name FW_RULE rule 100 source address 10.11.0.0/22

set firewall name FW_RULE rule 110 action accept
set firewall name FW_RULE rule 110 source address 10.5.10.0/24

3y hU =277 RURATEBROBREICEESHRX TIZEN,
srule &% (LFE 100 & 110) IHMEETREL 7

FEpICIE. TFW_RULE] WO 45T ((BE) OA—ZT, 77U MiloxRy NT—277
RLVAET T UFROR Y NT—7 T RLANLO/N )y N[ T 5% ELZBMLTWE
R

VyOS Tid, Firewall ®/L—/ /L THAI SN TWRWWAT y MIFES SN E T,

*H L ethO (2% L CEZEREO 7 4 VX ZEFR L TV DHEE (set interfaces ethernet ethO
firewall in OREN SN TWDLEE) X, 77U Moy NT—2 &7 J o FHlOx > FY
— 7 ORGFTIBENTE DD —LRREIILTWVEINENSH D £97,

*xF 72, VyOS AHIZXI L TT7 4 VX &EFRL TV DHEE (set interfaces ethernet ethO firewall
local DFRENINTWDEA) T peer [AlED IP 7 KL A Z AT HRENLIEE 2D 97,

11. EED KB

sudo /etc/init.d/ipsec restart

33
© IDC Frontier Inc. All Rights Reserved.



IDCF 7 7 7 K VyOS T®» IPsec ¥ ~H VPN #f01 ~

6.2. S Ffl VyOS DERTE

UTFICREFIEEZ RN LET, RENFIIHIL 20 9, BEAE L THRELTIEEN,

WAN {fil®> Ethernet £ o % —7 = — A ethO

1. EAREIZIFZ 77 Ml Vy0S LR LBREEITVET,
(7 RLARER Y hU—7 D R EOTERBANED L2 T, )

set vpn ipsec esp-group ESP-G lifetime 1800

set vpn ipsec esp-group ESP-G proposal 1 encryption 3des

set vpn ipsec esp-group ESP-G proposal 1 hash md5

set vpn ipsec ike-group IKE-G lifetime 3600

set vpn ipsec ike-group IKE-G proposal 1 encryption 3des

set vpn ipsec ike-group IKE-G proposal 1 hash md5

set vpn ipsec ipsec-interfaces interface eth0

set vpn ipsec nat-traversal enable

set vpn ipsec site-to-site peer 203.0.113.1 authentication id @branch

set vpn ipsec site-to-site peer 203.0.113.1 authentication mode pre-shared-secret

set vpn ipsec site-to-site peer 203.0.113.1 authentication pre-shared-secret
my_shared_secret (*1 1T CA/IL T &)

set vpn ipsec site-to-site peer 203.0.113.1 authentication remote-id @cloud
set vpn ipsec site-to-site peer 203.0.113.1 default-esp-group ESP-G

set vpn ipsec site-to-site peer 203.0.113.1 ike-group IKE-G
set vpn ipsec site-to-site peer 203.0.113.1 local-address 10.11.1.1

set vpn ipsec site-to-site peer 203.0.113.1 tunnel 1 local prefix 10.5.10.0/24

set vpn ipsec site-to-site peer 203.0.113.1 tunnel 1 remote prefix 10.11.0.0/22

7z72L. WAN T NAT ZfEH L TW DG EITEERSH Y £7,
VyOS Tl IPsec i3 7l S22 pO¥Wr 2§ D RTO B T, NAT O/b— /L35
SNTLEID, NAT L—iuinb, UTEBRNATI0ERDH Y £7,

B 5EET RFLARZ ST ROy hU—2 7 RLR| #E&R4+

set nat source rule 1 destination address 10.11.0.0/22

I rule 1 & LT Source NAT X EINTWAHEHA, Lt~ FT 57 K
VAN T RIOFR Y NU—2T7 KL A Oy hZ& NAT L—nb@sh+ 52 b
MNTEFET,
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7.

sEahHE

P—E T HBMEDEIE, IDCF 77U Kary Yy — L NOBMEGLET 7>y v A
TAEMH LAY T4 v R— e TR SN, £z, LT AVR— (FELY
vay) EBHULUARWEETUL, BEECOBHWEDLDE L AREE 72D 77,

X772 L, VyOS o#sse

U

X AL

i$, VAR — PSR o TV ETOT, H610LD

TR IZEV, REFHR— o THEOEE, Ltk atto TR FTRET Y, TR

7280,
EHEYR— b TFULITLAR—F (HE)
XN
AT ERFRE S s BRg AR Sk R
B o SEH9:00~17:00(FH9:00~17:00
HF—E R A—=)b — —
iR S sk = s
:i;;iﬁg/ 24MEf365 H  |SEH9:00~17:00| 24F¢fH365H 24H¢fH365 H
o — — SEH9:00~17:00(H9:00~17:00
S A—v - — -
L
e 1 24¢fH365 H 24 #1365 H 241FfH365 H 24H¢fH365 H

KT U LA MRS R PSR 2B E AT
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R ki & FE
ETH WETE  BGRITHE
201743 H 8 H AEE HHRAERR
201943 H 12H P15 [3.IKE ORE | DI~ e —ERETE
2004E 1 A 20 H B DALPTAE A T
20214 H 1 H LR VAT NUET
P35 BHIWAEDEEOFROELE
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