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i-pesed esipe&e.r51. t00né&lemote pPOebi x0. 0/

*[P7 RV RIIEBOREICESBZ T EIN,

- 10.11.0.0/22 1, 77U FllOoRy hU—7 |[ZESH %
- 10.5.10.0/24 1. 7I v FMlOFRy N —TIZEEHZ

10. 77 AT U4 —LDNL—LERE

set f
set f
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*H L ethO 12X L CEZBREO 7 4 VX ZEFRL TWDHEE (set interfaces ethernet eth0

firewall in DR EN SN TV DHIGE

X, 770 Moy U= LT T o FMOFRy B Y
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MV B—T == A tunnel.l
WAN fll®> Ethernet A > &% —7 = —2 ethernet0/2
VPN & 1D 0x1
IKE %E4 ike_cloud
VPN R E4 vpn_cloud

TTICHEE D TPsec A FREHERE VPN OFRENINTWAEAIL, T TIZ b 3L
A H—7x—A tunnel.l1 & VPN %& ID 0x1 NEHIN TS AEEMERH Y F7,
@& xX tunnel.2, tunnel.3, *° 0x2. 0x3 CHEBEBZHZ TIEIW,

1. PRV AVE—Tz2—ADY —2% “Untrust” IZRE

set i nt'tew i d&deone " Untrust"”

2. FoRAAL U E—Tz—RE WAN fll4 & —T = — ZADORSAHT

set inter fhice dunumummbered interface ethernet|0/ 2

3. IKE ORE

set dg&teewakel oudadde®&8s 0. lildk.I"lo"udMai n-i Hocdatidh
out goiimtger featcheer nep0OE&8hare "my shared_sSprcgzp "
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- ike_cloud —IKE & E4

-203.0.118.1 —»7 7 7 Kl VyOS IZ NAT &5 37 ) v 7 IP 7 KL RICEE iz
-branch =7 7 > FIT /A AD ID IZE X #2 2
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- ethernet0/2 —WAN fH|?> Ethernet f v ¥ —7 =— X

- my shared secret —IPsec FRiILA#E [Pre-shared Secret] (fT:E D LF5))

- pre-g2-3des-md5 —IKE THWARE BT LT ZAh &y a2 T3 Y XL T DI
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set i ke ¢ga&ktedwanydntataver satheaklipum
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3demd 5 (* 1frCAILTLZEWY)

- Tvpn_cloud] X VPN R ELA4ICEZ#Z,
- [g2-esp-3des'md5] X ESP THW AR LT LT Y XLy a7 Y XA
T AEIC, FNENEIHZTIE I,

6. VPN OREZ PV RNV VA —Tz2—RAENRL VK

set wmpncl"oudi dbOxd i nterflace tunnel

set wmpncl'o'udpr-odyl-og@l 5. 10r &h@i4dg 0.1210. 0O ARY ™

- Tox1) IZEE® VPN #E ID i@ x#ix,
-HﬂammMJ@77/%M®z/b7 77 KL AT
- 1172.16.1.0/24]

BEEHZ,
757 RMAlOFRy hT—27 7 RLAICEEHZ,

7. N—F 4 VT OBRE

set r‘utled. OV BRer facé tunnel
S E Y N —7
¥Ry MU= 7 RURIEBEOFREICE S Z TIEIN,

770 RRy NT—=25D/ 7y "B, RUORAVEBBDEIICTHNLV—T 4V TRIE

17
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3. YAMAHA RTX1200

UTICRERIAEEZ ZZ2NLET, RENFIIM 2D 9, BELELTRELTRS
|

YAMAHA RTX1200 Ti%, NAT-Traversal #fez=F|fH L. ID & IP 7 KL AR —
L2V MERL T IPsec A L7254, IKE phase 1 T Aggressive mode L 724 7R—
FLTWEHA, —F VyOS |Z Main mode LR — KL TWERA,

ZD7iz® IPIP b RN EFREL, O LT IPsec b RNERETDIMLERDH Y &
7

IPsec DFNZ F R Y U 73 TOND K 9 BB OLGEIZIL, £D o) 7ib
NDEEET 7 AT U4 —VEFFaTI0ERHY £,

(%728, IDCF 7 70 Raryy—iLd [Z7A T vr—/N] Ti&, IPIP#@EDT 4V
BIRFRO NV — VIR ENHEEERE A, L L, VyOS 26 kprmatgssicxt L VPN #5217 -
TeHA I 7T, BIICHUHT 7 AT U — /L TOIPIP BED T 4 NV Z BEREND
Zy. KA SO VPN @G bEERREE 20V 30T, MEH Y FHAL)

IPIP b a0/ A0ORMTHIP 7 KL A%, UTFEFlE LTREZEZNLE
7
-192.168.123.1/24 (7 Z 7 Rl VyOS)
-192.168.123.2/24 (77 > Ffil YAMAHA RTX1200)
MZD2oODIP 7 RLAE, RULEBEZ AL NOEEDTFAX—FIPT FLRAEZHRE
LET, #ki75 VPN ERENT, i Clibh TRty hU—2 7T KL AZHTE
LTLEEN,

3.1. 95Kl Vy O DERE

1. IPIP R RNLVOBREZITWVET,

seitnterfaces tmobhefdA98BuBdA.N1O0. 1

*[P7 RUAIXEBEOREICEZHZ T EE0,
- 10.11.1.1 . 777 FI| VyOS @ eth0 ® IP 7 KL A |[ZE &4z,
- 198.51.100.1 1%, I FMFT A ZDNT Y w7 IP T RLAICEEHZ,

2. IPsec DBEBICHAWAA Vv H—T =2 —ADHRE

18
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set interfaces tunnel tunO address 192.168./123.
set interfaces tunnel tunO encapsulation iplip
se¢ interfaces tdmnOelllt. ln0 | ocal

set interfaces tunnel tunO mtu 1422

1
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set vpn i pisnetcerifpasceecs i nterface ethoO

(ZHUTHHPIRE TRASNTOWETOTREDKHEITH Y £HA,)

3. IKE ZV—7DO%E

set vpn igprsoeucp-GlkkeE opos al 1 encryption 3des
set vpn igprsoeucp-GlkkeE o pos al 1 hash md5

set vpn igprsoeucp-GlkHekk f et i me 3600

REFITIX, LLFORNBEZERZL TWET,
- ike-group (IKE 7 /v —74) : IKE-G (LEDOARIZEE
- encryption (K55{b7 /v 3Y X A) : 3DES
-~ hash GEFEH/ /Ny =7 /02U X A) : MD5
- lifetime (IKE OAZHAMR) : 3600 # (1 FFH]) KIKE 0 #AS Ha [ bE

* encryption & hash [T FEIEE GRS A HECTJ, proposal 1 & L7225 encryption &
hash % . Iproposal 2], [proposal 3] & LT, RIULZNV—7ATHELET,

4. ESP Z/N—FDHRE
set vpn i-pseecp €eppPoposal 1 encryption 3des
set vpn i-pseecp €ESPH oposal 1 hash md5
set vpn i-pseecp €&SPH fetime 1800
REBITIE, LTORARZERL TWET,
- esp-group (ESP 7' /v—74) : ESP-G {EE D4 RI%i%E

- encryption (F5E{b7 /L= U X2) : 3DES
- hash GRiFH/ Ny > =713 X14) : MD5
- lifetime (ESP OAZHANR) : 1800 7 (30 4y) XESP O HERIE

* encryption & hash [T FRFEE GRS A EETJ, proposal 1 & L7225 encryption &
hash %, [proposal 2], lproposal 3] & LT, L7/ V—T7ATHELET,

5. T3V FRTARARLDBETHWS IKE JVv—7& ESP JV—7%8E
set vpn i-pesed eslpleze.rl 68 .ilkgy .ol p-Gl KE
set vpn i-peseéed esliple2.rl 68 . def3aed-ggr oup-GESP
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6. B CHWOIRESFRLEREHEARSRICRE
set vpn i-pesed eslple2e.rl 68 .alt3he2nt i cat i esrh amede r pt e
set vpn i pooeictesii@@r 168. a283h2nticashaneapr|et
my sharedps@ecrmet w NP
* [my_shared_secret] DERIFIZFEERD IPsec FrijHA#: [Pre-shared Secret] (fE-&E D
T TEEZ#HZTIEIV,
7. BZEH (779U Kl VyOS) @ tun0 @ IP 7 KL X ERE
set vpn i-pesed eslple2e.rl 68 .1102czaddr 492 . 168. 123. 1
*192.168.123.1 OFEEFITEEED 7 Z v Rl VyOS @ tun0 @ IP 7 R L ADEIZE
Tz TSN,
8. IPsec P RNEBISMERY NT—27 LEEXERY NI~ OXERE
set vpn i-pesed eslplze.rl 68 .tlmneloclal 1p0lefO x0/ 22
set vpn i-peseéed esipex.rl1 68 . tlM@nellemot e pOebi XO0. 0f 24
*[P 7 R L A TEBEOREITE SR TS,

- 10.11.0.0/22 135EED 7 Z 7 Rllx v hU—27 7 RL R ITE Sz
- 10.5.10.0/24 1ZIFEBEDOT T o FRD Xy NU— 7 1B XH %

20
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9. 77 AT IF—ILOL—LERE

set firewall name FW_RULE rule 100 action
set firewall name FW_RULE ft@ieO10028o0urce
sefti rewal |l name FMW_RWLE ornulaec cle pt

set firewall namelOFWoRUIcCE IaWdld®.ek®. 0/ 24

*[P7 RUAIXEBEORTEICEZHZ T EE0,
sxrule &5 (FiC 100 & 110) (IEETRELET,

EFRfICIE, TFW_RULE] &WH 45T (LRE) OL—Z T, 777 Milloxy b T —
JT RLVARETTZUFRORy NT—T T RLANLDO/RT >y N EFFRIT 5 E %2 B0
LCTWET,

VyOS T, Firewall D/L— L TR S TWRWW ATy MIFESSNVET,

*H L ethO |2k L TEZERFOT 4 VX & ER L TWDHEE (set interfaces ethernet
ethO firewall in OFREN SN TWDLHE) 1T, 77U MiIloxy NT—2 &7 5 F
DOFXy NT—=27 ORGF THEENTELDODONL—NANEEINTWVDIMERH Y £
7

*F72, WOS HEIZXILTT7 4 v HZZEFRL TODHEE (set interfaces ethernet ethO
firewall local DX EMN SN TWDHEE) 1L peer [l LD IP 7 KLU AEFFRIT HEEMN
WEEL 72 T,

10. RED Xk

sudo /etc/init.d/ipsec restart
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32. YAMAHA RTXIEE® 0

1. IPIP P RADOBREFITNET,

tunnel select 1
tunnel encapsul ation ipip
tunnel endpoints1adodP 88s01223. 1

ip tunnel address 192.168.123.2/ 24
tunnel enable 1

*203.0.113.1 X7 7 7 Rl VyOS X7 ) v 7 IP 7 RLAIZEEHZ T2,

2. IPsec DFRE

tunnel select 2

i psec tunnel 2

i psec sa policgbe ahdneascp 3 des

i psec i ke dusati2 oh80(psec

i psec i ke encrglpdion 2 3des

i psec i ke group 2 modpl024

i psec i ke hash 2 md5

i psec i ke keepal i-evehlofgle. 12. lon i ¢ mp

i psec ike |l ocal address 2 192.168.123. 2
i psec iskhearperly 2 text my_shared_secret

i psec i ke remote address 2 192.168.123.1
tunnel enabl e 2

i psec auto refresh on

%¥10.11.1.1 (X7 77 Rl VyOS @ eth0 @ IP 7 RL A|IZEZHZ TFEV,
IPIP k> x/V ET NAT-Traversal ZH|H L72vy IPsec h o RNV ERET HHE.

IPIP b RXNAVDE Y a VBEA LT U N THZETEBENTE R 2D AEERDH D
F9, D72 ipsecike keepalive =~ R CxX—7 7 74 7T DOXREEITWVET,

8. N—T4VITDRE

ip rdaotlda0o. 0o0gakeway tunnel 2
ARy N —7

*Fy U =27 FURATEBEOREICES R TIESV,

770 MRy hU =250y b3, bRV ERD X OICTHN—T 4 U TRE
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4. Ci std0-2

UTICHREFIEEZ ZZA L ET REAFIIF L 20 TP EELEE L TRELTIIZEN,

4.1. I599Ff Vy O DEE

BRIE

W

1. IPsec OBEICHNVARA LV EZ—T 2 —AD

set vpn i pisretcerifpasceecs i nterface et ho

(ZAUT SR E THASNL TWVWET O TEREOLEITH Y THA,)

2. IKE 7 NV—7DORE

set vpn igprsoeucp-GlkkeE oposal 1 encryption 3des
set vpn igprsoeucp-GlkkeE opos al 1 hash md5
set vpn igprsoeucp-GlkHekk f et i me 3600

BEFITIE, UFTORNFEEHRL TNET,
- ike-group (IKE 7 /V—74) : IKE-G {EEDOARTZRIE
- encryption (FfE{b7 /L= U X2) : 3DES
- hash GEFEH /N>y =7 /03U X A) : MD5
- lifetime (IKE OAZHAR) : 3600 B (1 KifE]) XIKE O§EAS Ha IR
* encryption & hash [T FEFEE GRS A EETJ, proposal 1 & L7225 encryption &
hash %, [proposal 2], [proposal 3] & LT, ML L—T7HATHELET,

3. ESP /L —7DHE

set vpn i-pseecp €8P oposal 1 encryption 3des
set vpnesprseep -EPFr oposal 1 hash md5
set vpn i-pseecp €&SPH fetime 1800

HEFITIE, UTONEZERL TWVET
- esp-group (ESP 7 /V—74,) : ESP-G (LB D4R A& E
- encryption (FF51L7 /L= U X2) : 3DES
- hash GEFEH/ /N>y =27 /13U X L) : MD5
- lifetime (ESP OFZHAR) : 1800 # (30 43) XESP ORI ¥RIkE
* encryption & hash (T BFIERELIAIEE T, proposal 1 & 35725 encryption &
hash %, [proposal 2J, [proposal3] & LT, RILZNL—T7HATHRELET,
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4. NAT FIR—HNLOREZEIL

set

vpn

i-tprseewe msaal enabl e

(ZHUTEHAHIRE TRASNLTVWETOT

EA=rd

AxX B

DETH Y THAL)

5. TI3VFRITNNARALDBETHWS IKE ZVv—7¢ ESP JV—7%8RE

set
set

vpn
vpn

i-psed eslip&L.r51. 10@r. dup-KleKE

i-peed esipteer

198.

5%.s40 00.ulp -@&eSfPa u | t

198.51.100.1 IZFEEDOT 7 L FFTN_A ZDNXT Y w7 IP 7 RLATEEZH 2 TP
SV, (ZNLIFELRERICE S T EEV,)

6. R THWDRBRES N2 HHHARTUTRE

set

set

my sharedpsecmet

vpn

vpn

i-peded esipteer

198.

i ptseeict esi peer

¥ NP

198.

51.

l10Mode apth éd esedlid rcee

51. 100. 1-s haaur-telEe m

* [my_shared_secret] D#/FILEED IPsec FHaijdA#E [Pre-shared Secret] (fE&
DXFH|) CTEEZHEZ TIIEIN,

7. 779 Nl vyOS @ ID Z#RE

set vpnsiitpesedc e peer 198.51.100. ¢l autdhenti ceé
ID OEICIE ID OFHIC “@ (T v h~—7) 7 ZfMLET, cloud OERFITEEED

fEICE &2 TS ZE,
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8. 757 KRl VyOS® eth0 ® IP 7 FLRAEZRE

set vpn i-pesed esipteer 198ncaidi@®xll 1. 1

*10.11.1.1 OEZITEBDZ 7 7 Rl VyOS @ eth0 @ IP 7 KL ADfEIZE X #ix
TL7EEW,

9. IPsec PRI EBTHERY NT—2 LEETLRY NT—7 OHERE

set vpn i-pesed esipteer 198. 511 d08&I 1lpoLEihthed/ 22

set vpn i-pesed esipteeer 198. 51lrdmét d paeahiex0.10//24

-198.51.100.1 (ZFEBEDT T o FMT A ZAD/NRXT Y » 7 IP 7 RLARITE S HZ
-10.11.0.0/22 IZZEBEDO 7 Z 7 Rlox >y hT—27 7 FLRAICEE#HZ
-10.5.10.0/24 1ZEBOT T FHOFR Y NT— 7 | TEXHZ

10. 77 AT U+ —)LD)L—)LVERE

set firewall name FW_RULE rule 100 action ccept
set firewall name FW_RULE tT@MbeO010028o0urce ddr es
set firewall nrameFWcRWULEB accept

set firewall namelOFWoRUICE Iatdld®.elk®. 0/ 24

P 7 N L AIEROREICEZHZ T IV,

xrule &% (LF2 100 & 110) [ HMEECHEL £,

EREFICIE, TFW_RULE] W5 4RT ((BE) OL—iZ T, 770 KMliloxy hU—27 7 K
VRAETZUFRORy NT—=7T RLANGLO/Nry NEFFa T D E4 B L TWET,
VyOS Tid, Firewall D/L— L CFHFAI STV y MIFES SNET,

*%H L ethO [Zxf L CEZERO 7 4 VX EZEFR L TWDHEE (set interfaces ethernet ethO
firewallin ODRXEN SNV TWDIGE) X, 770 Miloxy NU—=2 7T FlOXxy MY
— 7 O TCHENTEALAEDDNL—LRHRESNTWALERH Y £,

*F 72 . VWWOS BEHIZx L T7 4 V¥ &2 EF LTV DHEE (setinterfaces ethernet ethO firewall
local DEBEENENTWBEE) L peer [A D IP 7 KL AZ AT ARENLE L 72D 97,

11. BRED KM

sudo /etc/init.d/ipsec restart
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42. Ci stDP0ODEEE

1. IKE ORE

crypto isakmp policy 1

encr 3des

hash md5

aut hent i cathiaore pr e

group 2

crypto isakmp key my_ s h2a0d3.d0.slelc3.el address
crypto isakmp nat keepalive 20

*203.0.113.1 1£7 7 v Rl VyOS D7 U » 7 TP ([Z@E &z T 72 &0,

2. IPsec DRY I —%RE

crypto i psec¢settr anyssfSadrens s-mpd §h ma ¢

* LRICHL myset 0O AHT (FEE) TRY—2ERLTOET,

3. XMoo ID #EH

crypto icdeorutdiitdy
f gdenl oud

* EREFITIE, coudid &WO4RT ((EE) T cloud &9 ID Z&E L TWET,

4. TIPsec 7T OHRE

crypto map myv-psakfpi psec
set @RéO8Er. 0. 113.1

set traasaefommset

set idelndaudiyd

mat ch address 101

* FEOHITIE, myvpn EW O ART ((EE) THRELTWET,

5. IPsec by X/ Z@&YT IP X7 v FOEHE

accelsisst 101 @é&r @miOt 0i.p0.10.12206%H IB. D55
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5, Cisco RVsS4000

UTICHREFIEEZ ZZA L ET REAFIIF L 20 TP EELEE L TRELTIIZEN,

51. 959Kl vy O EEE

1. IPsec OBIEIZHWAA v H—T =2 —ADRE

set wvpn i pisnetcerifpasceecs i nterface et hoO

(2SR E TRASNL TWET O TREDLEITH Y £HA,)

2. IKE /' NV—7 D E

set vpn igprsoeucp-GlkkeE oposal 13dasryption
set vpn igprsoeucp-GlkkeE opos al 1 hash md5
set vpn igprsoeucp-Glkhek f et i me 3600

BEFITIE, LFTORNFEEHRL TOET,
- ike-group (IKE 7' /v —74) : IKE-G (EEDAH| %% E
- encryption (K5{b7 /v 3Y X A) : 3DES
hash GEFEH Ny v =7/ U X L) : MD5
- lifetime (IKE OAZHIR) : 3600 B (1K) XIKE O HfH kg
* encryption & hash [T EFEE GRS A[HE T, proposal 1 & 13572 % encryption &
hash %, [proposal 2], lproposal 3] & LT, RILZL—T7ATHELET,

3. ESP NV —7DHE

set vpn i-pseecp €ESPH oposal 1 encryption 3des
set vpn i-pseecp €eE5sPPosm!l 1 hash md5
set vpn i-pseE®Esp i feti me 1800

HEFITIE, UTONEEZERZLTVET,
- esp-group (ESP 7 /v —74) : ESP-G (LEOARIZRIE
- encryption (f5{b7 /v =U X 4) : 3DES
- hash GRFEf/ Ny =27/=3Y X4) : MD5
- lifetime (ESP OAZHAMR) : 1800 # (30 43) XESP ORI WHIE
* encryption & hash |ZEEFEES G F[HETT, proposal 1 L3725 encryption &
hash %, [proposal 2J, [proposal3] & LT, RILZN—T7HATRELET,
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4. NAT b+ I —H )L DOREDEIME

set vpn i-tprseevwe rsadl enabl e

(2SR E TRASNL TWET O TREDLEITH Y £ A,)

o

TS UFRIFNRL R EDBETHWS IKE Fv—7F¢ ESP SNV —7%RE

(72}

et vpn i-pesed esipteer 198-g5b.upd@ KE i ke
et vpn i-pesed eslpl*eiE.r51. 100 -ds-gedapiESP

()

* 198.51.100.1 IXEEDOT T FUNT S, ZADT Y v 7 IP 7 RLVATEZH#z TL
7230, (ZNLBEDRBRICE S B2 T ZE,)

6. BERTHWIRESXN2FaEAFRTNICHRE

set vpn i-peseéed esipteer 198.51.100.1 ashhesmddrceltti on

set vpn i ptseeict esi fi®8&8r 51. 100. 1 aut he ha i-ssadr| eotn p
my shared pselcr/elt- w NP

* [my_shared_secret] DE/FITFEEED IPsec A [Pre-shared Secret] ((EE
DILFH]) TEEZHZ TIIZIN,

ID &E

set vpn i-pesed esipteer 198.51.100. &l autdhenticédtion
set vpn i-pesietce spder 198.51.100. 1 -auwtb@amtcihc ajt i on |

779 Rl VWWOS &7 7 o FMT A ADID % ELET,
*[D OFAIC@  (ff) L £,
* cloud & branch DOFIIFEBROMEICE EH X T TZEV,
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8.

B4 BEE (759 KRl VyOS) @ eth0 @ IP 7 KL RALZRIE

set

vpn i-pesed esipteer 19 8.caatidi@a®sinl. 1

FROETHIO S H 10.11.1.1 OESITFEED 7 Z ¥ Rl VyOS @ eth0 @ IP 7

VADIEIZE X2 T EE0,

9.

IPsec P RN ZBTHERY NT—Z EETRY NT—2 O ZRE

set

set

vpn i-peseéed esipteer 198. 511l dO® &8I 11p0t.®lidin x0I/ 212

vpn i-peseéed esipteer 198.51rdamét 4 paeahiex0.10/

-198.51.100.1 (ZFEBEDOT 7 o FMT A ADNRT ) v 7 IP 7 RLRAIZEE#Z
-10.11.0.0/22 1ZFEBED 7 Z 7 ROy NU—27 7 L RAICEEHZ
-10.5.10.0/24 1 ZFEBEOT T o FMOX Yy NI — 7 ICEEXH A

10.

T 7 AT T3 —IVD)—)LERE

set

firewal  RUmhB meulFav 100

action accept

set

set

setewalrl

firewal  RUnhB meulFav 100

naRELEWr10l eaclt i on

sHOllc®d. Hd®rRes s
accept

firewal RUNhRB melDlIF&/olur c e 1a0d.d5 .elsCG. 0/ 2 4

¥Ry hU—27 7 RURATEROREICEE L TIEE0,

srule %5 (32 100 & 110) IHEETREL £,

EFEfICiE, TFW_RULE] W92 4RT ((EE) OA—MZ T, 779 RMiloxy hU—2 7T K
VAETZUFMMOFR Y NI =TT RUANLO/Nr y NEfFal§ 28 EXBINL THET,
VyOS Tix. Firewall D)L — L CHFA] ZFL T2V W7y MIER SvET,

*H L ethO [TxXf L TEZERO 7 4 VX ZEFR L TWHEA (set interfaces ethernet ethO
firewallin OREN SN TWALEE) X, 777 Mlloxy NU—27 L7 Z o FRlOFR Y NU—
I OMF THENTEXLEODL—ANRESHTWALERH Y £7,
*F72, WOS HHICH L TT7 4 v E2EHRLTNDHEA (set interfaces ethernet eth0
firewall local DFEN SILTWNDEAE) X peer A 1D IP 7 KL A& FFA[§ D% E D

PR ET,
11. BREDOKRBR
sudo /etc/init.d/ipsec restart
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52. Ci sco RVO®®EOO

L e — , : 1. m—=ntFxaV7405—rv=A

Ul Rsico0 BT ESy F i DEA T % “IP & F‘)‘/f g

IPSec VPN

FURITIIORIR B (FQDN) L: Ct ﬂ‘}'j,‘ R \— E&u ’fE_’ I./ i
IPSecVPNEL L . E vé—o

PRI

o IO8E

B-MAeFaUT =23 IPEFSA/BFADNI LS ~

e 2. RALLRIZT T FMF A 2D

IPFFLA:

O-TU e UT A=A :7:1- : ID (\_0),{5 i “branch ) 75‘}

IPPFL2;

HFFITRY 255.265.255 .0 l/ \i _a_
)qi o

UE-MIN-IO8E

UE-HeFaUT T~ O D3, 1PEF A BFODNIZERREE ~
(E2e2 cloud

I = : 3. m—AntXa T DI N—T%
' i “h7xy B IEREL, IPT R
VAEY TRy N ATIZT T F
Moxry N =T FEREATILE

B

1. VE—|bEXF2 VT4 X —FrU=A
. DEA T “IP & ]\“)‘4"/%
UE-te4alF - 020347 IPEEARFOONIIARE ~ (FQDN) L: J: EA}L?‘FI GL FIXH/E_’ L/ i

F/ cloud
PTFLR - 1920 2 1 a o
UE-t el TN -I05(T EEzoTae

IPPFL2; 17216 1 0

TIRIPTRY: 255 255 285

e | 9. RAAL&IZZ 5 Rl VyOS @

F-ANE-F. FHANF-(1TKE ~

- o | ID (ZOFTiE “coud” ) %7
e LT,

3. IP 7 FLR|{ZZ Z v Kl VyOS
ONRXTY w7 IP 7T RLAZASL
jzjﬂo

4. VE—IrEF 2V T4 T N—T DX
A 7% “BT7xy B IZL, 7TV
FIx Y U —27 OfF#®E AL E
—a—o
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alaln
cisco

‘Small Business
RVS4000

H=ANE-F
Tt
L=

E
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6. VyOG6Gore 6. 4

777 Rl VyOS &7 7 »Fll VyOS (BEHHE IDCF 7 77 K/ ~3— F) ZH#ki
THHAEE. LTFTOFIEE 20 £, ZRENFEIFE R0 ET, #EELEFLTRELTHFS
U,

[(ZE]IDCF 27 7 v Ro7 oy MNEE#EET 556, [H—Y — A0 IPsec #
FlX TE FEHA, B — ] TO IPsec #fiid e Cd, Fl—Y—rHNTFT7A X
— MBEZITWVWIEWEAIZIE T IAX—axs bO ZFIHZ THRETF S,

6.1. I5FfEl Vy O DEEE

1. IPsec OBIEIZHWAA LV H—T =2 —ADRE

set vpn i pisretcerifpasceecs i nterface ethoO

(ZAUTSH IR E CHA SN TVWETOTHREOLEIIH Y FHA,)

2. IKE NV —7FD&E

setvpn i psercol k-6 WE oposal 1 encryption 3des
set vpn igprsoeucp-GlkkeE opos al 1 hash md5
set vpn igprsoeucp-GlkHekk f et i me 3600

BEFITIE, LFTORNFEEHRL TVET,
- ike-group (IKE 7' /v —7'4) : IKE-G {EEDOLH]ZXE
- encryption (F5{b7 /L= U X L) : 3DES
- hash GRiFA Ny 2713V X4) : MD5
- lifetime (IKE OAZHAR) : 3600 B (1 KifE]) XIKE O§EAc HaIE
* encryption & hash (FEBFERE SN AIHETY, proposal 1 &1XH72 5 encryption &
hash #. Iproposal 2], lproposal3] & LT, R N—T4THELET,

3. ESP /N —7DHE

set vpn i-pseecp €ESPH oposal 1 encryption 3des
set vpn i-psewep €<ppPoposal 1 hash md5
set vpn i-psecp «€SPH fetime 1800

REFITIE, LFTONEEZERLTWVET,
- esp-group (ESP 7'/ —74) : ESP-G {EE DX HI%i%E
- encryption (Bf&fbL7 /L= X A) : 3DES
— hash GEFEH/ /N>y =27 /23U X A) : MD5
- lifetime (ESP OAZHR) : 1800 # (30 47) XESP OZRMHNE
* encryption & hash [T EFEE B GEIS AIHETI, proposal 1 &13#72% encryption &
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hash %, Iproposal 2], [proposal3] & LT, RILZV—7ACTHELET,

4. NAT kI —HLOREDEMDL

set vpn i-tprsewe rnxadl enabl e

(Z AU SR E THASNL TWVWETOTEREOLEITH Y THA,)

5. TIZVFRIT AL RALDBETHWS IKE JA—7L ESP JNV—T7%2&RE

set vpn i-pesed esipteer 198kegy b.upo@ .KIE
set vpn i-pesed esipteer 198. 5k.s4000.ulp -@&eSfPa ul t

*198.51.100.1 IZFEBEDOT T o FMT A ZAD/T Y w7 IP 7 RLATEZ#HZ TL
7230, (ZNLBFEDRBRICE S 2 T 7EE0,)

6. BB TR ORBRES N e Falk AR TRE

set vpn i-peseéed esipteer 198.51.100. 1 aslh hdesmadrce

set vpn i ptsegict esi peer 198.51.100. 1-s haau-telee m

my shared psecr/elt- w NP

* [my_shared_secret] DERIFIZFEED IPsec FhijHA#: [Pre-shared Secret] (fE&E D
X)) TEEHZ TIEIN,

7. IDRE

set vpn i-peseéed esipteer 1 9a8u.tbhle.nltOilOc.attlioound i d @
set vpn i-peseéed esipteer 198.51.100. 1 -iladub®@anthce

770 Rl VwOS &7 7 U FlT A 2D ID #i%E L ET,
*[D OFHIC@  (CFfA) 2L ET,
* cloud & branch O ITEEOEICE EH X TV,

8. EBEHEH (779 K]l VyOS) @ eth0 @ IP 7 FL XA &HE

set vpn i-psedpexirt 98, S5llocaddr 891 . 1. 1

*10.11.1.1 OETFEBED 7 Z 7 Rl VyOS @ eth0 @ IP 7 KL ADfEIZE X #iz
TLIEE,
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9. IPsec Py RIEBISESLRY NU—T LA ETRY PU—7 DR EZRE

set vpn i-pesed esipteer 198. 511 AdO&I 1lp0ot.®lOin x0l/ 212

set vpn i-pesed esipteer 198.51rdamétd paemhex0.10/

P 7 RURAIXFEEOREICE S T EIN,

-198.51.100.1 IXFEEDOT T o FMMT A ZAD/RT Y w7 IP 7 KL ACEE
-10.11.0.0/22 1 ZFEBED 7 77 RAOF v hU—2 7 KL RICEE 2
-10.5.10.0/24 1ZEBEOT T o FMDOF v T — 7 |[ZEEHZ

10. 77 A4 T U3 —)LD)L—)LRE

seftirewall _REME FW e 100 action accept
set firewal RUbhEBnmeulFaV 100 sd0llcd. &d_RRess

set firewal RUnEBR melOlF&/ct i on accept
se firewal _LRUWlaEner 1BIWs olur c e 1ald.d5.elsGs. 0/ 2 4

*Ry NU—7 7 RLURAITEBEOFRTICESHEZ TLEEN,
sxrule %5 (F3E2 100 & 110) (IfEETRELET,

EEBICIE, TFW_RULE] &W 5 45T ((BE) OAL—ZT, 777 RMiloxy NU—
TT RVARETZFMMOR Yy KT =77 RUANLO/NT » NEFFAT 53 E #1800
LTWET,

VyOS T, Firewall D/L— L TR S TWRWW Ty MIFESSNVET,

*H L ethO 2% L CIEZGEHOT7 4 L EZEFRL TWHEA (set interfaces ethernet
ethO firewall in OFXEN SN TWDELHE) 1T, 77U Miloxy NT—2 &7 50 F
MOXy hT =7 ORI THENTEDLTLDDNL—LRHEISILTWDLENRH Y £
R

xF 72, VyOS HHIZH L TT7 4 M Z ZERLTHDH%5E (set interfaces ethernet ethO
firewall local DFENDN SN TWDEE) (Lpeer A LD IP 7 KU A EFFRIT DX ENLE
LR FET,

11. RED XM

sudo /etc/init.d/ipsec restart
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6.2. FIUFHl Vy O DERE
UTICHREFIEEZ ZZN L ET i ENRIIFIE 20 E3 HEEAE L TREL T EEN,
WAN {]|> Ethernet A > ¥ —7 = — A eth0
1. EXRMIZIZZ 77 Pl WWOS LRI LBREZITWVET,
(7 FLARRy hU—27 ID 72 EDERNANEDLL T TH,)
set vpn i-psecp €sPH feti me 1800
set vpn i-pseecp €ESPH oposal 1 encryption 3des
set vpnes-gpgseecp-EPRFr oposal 1 hash md5
set vpn igprsoeucp-GlkHelk f et i me 3600
set vpn igprsoeucp-GlkkeE opos al 1 encryption 3des
set vpn igprsoeucp-GlkkeE opos al 1 hash md5
set vpn i pisretcerifpasceecs i nterface et ho
set vpn itprsevwseahatnabl e
set vpn i-pesed esPleE.r0. 1alud .hlent i cabtriaonnc hi d @

i-pese d es2PpleE.r0. a3 .hlenti cat i esrh amede r pt

set vpn i ptseect esi R@OSr. 0. 148t henti cashansdpr
my _shar erdetse@CcALTIZEW)

set vpn i-pesed es2Plexr.r0. laluxd .hlenti cat+H adn @oeundot e
set vpn i-pesed esPleE.r0. leF .atud-gr oup-GESP

set vpn i-pesed esPleE.r0. 1 k& r Dup-Gl KE

set vpn i-pesed esPler.r0. IloFaddr a9kl . 1. 1

set vpn i-pesed esPleE.r0. Tuh.ndloclal 1pr.e5F.ilx0. 0/ 24

ro. Tunh.nlelembot e

i-pese d es 2phee. po4atL1o x0/ 22

7272L. WAN i T NAT Z i L TW 25 a8I3EERRH Y 7,
VyOS Tid IPsec Z ¥ 708 S 20 OHIM 2§ HRTOBME T, NAT O/L—/L5iE

SNTLEIZH, NAT —nAh b, UTFEBRATLIHBERDH D 7,

B (55T FLARZ ST FAIDX Y NU—2T7 FL R 2R

set nat source rul

e 1 OHle sOt.iOnWa2t2i on addr ess

RIZ rulel & LT Source NAT 7%

VAR Z7 RlOFRy hU—7 T R

BCEET

BREINTWAEA, Eitoa~wy RT k7 K
LA Oy FE NAT L— BT 52 &
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BHEhHE

F—ERICET L BREDLEIL, IDCF 7 7 U Kay Y —LVHOBREDLET 7 F &
TLAEFIH LA FA Y R— b2 TR ZS N, £72, 7V IT A R— (FEA
Tay) BB LABWZETUR, BEMETOBHWAEDOELAEEL D £,
-2 L, VWwOS OBtk Bk, MR — MEHSN o TV T DT, S50 LD
TR ES W, REVAR— b IHEOLE, Uit ISt o SRS AR T, T
<TEEW,

HA N

Fr I P R— T (BEYE) - AT

[(F7ry hv AT 4] SEH 09:00~17:00
s A

24 IR§fl] 365 H
FLIT LY R—F (18 PF—E R - RS
(K HEERS) SE-H 09:00~17:00
KTV I T LY R— MIEFEYR— bR AREL R B —E 2T,
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